na

AHORRO

Manual Fortify
Eclipse y Visual Studio

ShieldNow BlueTeam Services

Email: blueteam@shieldnow.co
Web: https://shieldnow.co

Este informe esta destinado exclusivamente para uso del Fondo Nacional del Ahorro y O4IT, no debe ser utilizado por personal
ajeno a las partes especificadas ya que contiene informacion clasificada como confidencial.

DEFENSA CUMPLIMIENTO



mailto:blueteam@shieldnow.co
https://shieldnow.co/

Contenido

T oo (U710 o 1A PP 3
1. Instalacion de Fortify Static Code ANAIYZET..........ooiiiie e e e 3
1.1 Instalacion desde Marketplace............c.oiuie i e 3

2. ANALISIS B UN PrOYECTO. ...ttt et e e et e et e e e et e e e et e e e aeaeenens 9

2.1 Ejecucion de la herramienta.........cove et e e e e e e e e 9

2.2 Andlisis del error: Path Manipulation.............ccooi it e e e e 13

Instalacién y uso Fortify
Fondo Nacional del Ahorro



Introduccion

HP Fortify localiza vulnerabilidades de seguridad en las soluciones y paquetes sin ejecutar el
cadigo, luego muestra los resultados del escaneo en Visual Studio o Eclipse. Los resultados
incluyen una lista de problemas descubiertos, descripciones del tipo de vulnerabilidad que
representa cada problema y sugerencias sobre cdmo solucionarlos. El paquete de HP Fortify
Visual Studio o Eclipse son administrados por HP Fortify Static Code Analizer y HP Fortify
Coding Rulepacks y soportan los siguientes lenguajes:

e ASP.NET
e C#

e C/C++

e ASP

e HTML

e Java

e JavaScript

e PHP
e PL/SQL

e Python

e VB.NET

e VBScript

e Visual Basic

e XML

1. Instalacién de Fortify Static Code Analyzer

Requerimientos:
e Entorno de desarrollo instalado
e Archivo de licencia de HPE Security Fortify

e Archivo HPE_Security_Fortify SCA_and_Apps_17.20_windows_x64
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Setup - HPE Security Fortify SCA and Applications
17.10

Welcome to the HPE Security Fortify SCA and
Applications 1710 Setup Wizard,

Hewlett Packard
Enterprise

< Back || Mext = || Cancel

Figura 1. Wizard HPE Security Fortify SCA

License Agreement :

Please read the following License Agreerment. You must accept the terms of this
agreernent befare continuing with the installation,

HPE End User License Agreement - Enterprise Wersion

1. Applicability. This end user license agreement (the
"Agreement ") gowerns the use of accompanying software, unless it
i=s subject to a separate agreement between wyou and Hewlett Packard
Enterprise Company and its subsidiaries ("HPE"). By downloading,
copying, or using the software you agree to this Agreement. HPE
provides translations of this Agreement in certain langquages other
that English. which mav be found at:

s

® | accept the agreernent

Do ywou accept this license?
) ldo not accept the agreement

InstallBuilder

< Back || Mext = || Cancel

Figura 2. Términos de licencia
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Installation Directory :

Please specify the directory where HPE Security Fortify SCA and Spplications 171 0will be
installed.

Installation Directory |C:RF‘rn:|grar'n FiIesHHF‘E_Securit},f‘-LFn:nrtif'_-,f_S(| e

InstallBuilder

< Back || Mext = || Cancel

Figura 3. Directorio de instalacion

Select Components :

Select the components you want to install; clear the components you do notwant to
install, Click Mextwhen you are ready to continue,

| Click on a component to get a detailed

Process Designer
description

Szsociate fprfiles with Aodit’
Plugins

| Eclipse

L | Intelli] IDEA Analysis

|| Wisual Studio 2012

Wisual Studio 2013

| Wisual Studio 2015 -

{| m | |>|

InstallBuilder

| < Back || Mext = || Cancel

Figura 4. Seleccion del componente a instalar
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Fortify License Location :

Please give the full path to fortifylicense

Full path to fortifylicense E;"-._'-.,n'l,.-'ir'| doveshfortifelicense | @

[nstallBuilder

< Back | | Mext = | | Cancel

Figura 5. Archivo de licencia

Server Settings for Security Content Updates :

Please provide the server settings for security content updates,

Update server URL htt nsffupdate fortify.corm |

Procey (Optional)

Proxy host | |

Procey port | |

InstallBuilder

< Back || Mext = || Cancel

Figura 6. Servidor de actualizaciones

SHIELONDW
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SHIELONOW _

Please wait while Setup installs HPE Security Fortify SCA and Applications 1710 an your
Cofmputer,

Installing
Creating uninstaller 75%%

InstallBuilder

< Back || Mext = || Cancel

Figura 7. Servidor de actualizaciones

1.1 Instalacion desde Marketplace

HPE Fortify se integra con el entorno de desarrollo de Eclipse y agrega la capacidad de
escanear y analizar toda la base de cddigos de un proyecto y aplicar cientos de reglas de
seguridad de software que identifican las vulnerabilidades en cédigo de Java. Los resultados se
muestran dentro del IDE, junto con descripciones de cada uno de los problemas de seguridad y
sugerencias para su eliminacion.
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Eclipse Marketplace

Eclipse Marketplace

Select solutions to install. Press Install Now to proceed with installation.
Press the "more info" link to learn more about a solution.

Search | Recent | Popular | Favorites | Installed | Eclipse Newsletter: Boot _Build Eclips...

Find: [Q fortify All Categories v | GoD

Fortify on Demand Plugin 18.1.0115

Fortify on Demand is a Software as a Service (Saas) solution that enables
your organization to build and expand a Software Security Assurance

program quickly.... more info

by Micro Focus, Commercial - Free
security fortify vulnerabilities owasp code analysis ...

i 1 : Installs: 1.68K (179 last month) Install

Figura 8. Eclipse Marketplace

Eclipse Marketplace A (%
Confirm Selected Features %
Press Confirm to continue with the installation. Or go back to choose more H

solutions to install.

= %Fortify on Demand Plugin 18.1.0115 httpS:."."'IICI|5.:CII“ti:'_-,.".CCIFI“.":Ddec|ip5€p|l_lgir'l."|

[# == FoD Analysis Results Remediation (required)

[# == FoD Source Code Upload (generic) (required)

| | 4#FoD C++ Project Dependencies Upload (optional, requires CDT)
|# <k FoD Java Project Dependencies Upload (optional, requires |DT)

® = Install More Confirm = Cancel Finish
|

Figura 9. Componentes de Fortify
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Eclipse Marketplace

Review Licenses l%
Licenses must be reviewed and accepted before the software can be installed. H

Licenses: License text:

» Micro Focus End User License Agreement - Enterprise Version | Micro Focus End User License Agreement - -
Enterprise Version e

1. Applicability. This end user license agreement
(the "Agreement”) governs the use of
accompanying software, unless it is subject to a
separate agreement between you and Micro Focus
International plc and its subsidiaries ("Micro
Focus"). By downloading. copying. or using the
software you agree to this Agreement. Micro Focus
provides translations of this Agreement in certain
languages other than English. which may be found
at: https://software.microfocus.com/about/software-
licensing.

2. Terms. This Agreement includes supporting

material accompanying the software or referenced

by Micro Focus, which may be software license
information, additional license authorizations, |

(® T'accept the terms of the license agreement
(_ 1 do not accept the terms of the license agreement

@ < Back Next > l Cancel ] Finish |

Figura 10. Términos de licencia

2. Analisis de un proyecto

2.1 Ejecucion de la herramienta

Una vez instalado el plugin se ejecuta el analisis de la solucidn y/o proyecto.
Menu: FORTIFY / Analyze Solution

FORTIFY | WwNMDOMW  HELP Sign in B
F Analyze Solution
# Analyze Project

v 12X
@ Open Collaborative Audit
i @ & =8
Open Audit Project...
E d b p

£+ Options.
I ConnecttoSSC
ol

Remediation Optians..
3 App_Lode
b Bpp_Data
£3 App_Themes

1 project)

-

Configuration
Content
DB_Scripts
Downloads
Resources
\WebGoatCoins

& AddNewllserasps

&1 ChangePassword.aspx

&) Default.aspx

& ForgotPassword asp

&1 Global.asax

&) LoginPage.aspx

4 ProsySetup.aspx

& RebuildDatabase.aspx

[ TODO.&et

¥ Web.config

% Websiternap

T YT YT TYTTTYTTYTY

Figura 11. Ejecucion del andlisis
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e — K
Dﬂ WebGoatNET - Microsoft Wisual Studio L3 ¥ Quick Launch (Ctrl+0) P - &
FILE EDIT  WIEW  PROJECT  BUILD  DEBUG  TEAM  TOOLS  TEST  ARCHITECTURE  ANALYZE  FORTIFY  WANDOW  HELP Sign in
: |G- |9 btk - Q- .

Fortify SCA - 13%

Fortify Static Code Analyzer : WebGoat. MET

Analyzing Source - loading build session

Cancel

Qutput -0 %

Show autput from; | Build " | ‘ ‘ = | #a
load_webgoatcoins.sgl

1lib.j=s

jguery-ui-1.8.16.custom.min.js

jquery.autocomplete-min.js

jouery.autocomplete.js

menu.js

Running: SCAN : "-scan"  @"C:\Users\APL-Fortify\AppData\local\Fortify\V5-12.8-17.18\WebGoat .NET\WebGoat .NET_Scan.txt"

Figura 12. Proceso del analisis
Al finalizar el escaneo se sugiere la sincronizacion con el Software Security center

F Synchronize Project with SewerApp...m

‘Wiould you like to auto-zynchronize your project with the server
application after a load, merge, save

[] Remember my decision for all projects

Texr | | Mo

Figura 13. Sincronizacion del analisis

x

&)

El resultado del escaneo es agrupado por el nivel de criticidad de los hallazgos: (Critical, High,

Medium, Low)

Analysis Results T RX
= T E -

Filter Set: |Cluick\fiew

3 108 0 0 207
Critical [99]
Group by |Categu:ury
-7 [ pting: Persi
-] Open Redirect - [1/1]
+-{_7 Path Manipulation - [1 /1]
-] Privacy Wiolation - [0/ 3]

+-(] SOL Injection - [0/ 36]
+-{] ¥Path Injection - [0/ 1]

1sfeLwy ap

|

] d %] U

|ckxg wiea ) aau

FERD

Figura 14. Hallazgos
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2.2 Andlisis del error: Path Manipulation

string filename = Request.QueryString["filename"];
if(filename != null)

{
try

1
h

catch (Exception ex)

{

ResponseFile(Request, Response, filename, MapPath("~/Downleads/"” + filename), lee);

Conscle.WriteLine(ex.Message);
1blStatus.Text = "File not found: ™ + filename;

Figura 15. Cddigo vulnerable

Resumen de la vulnerabilidad

Un atacante podria controlar la ruta del archivo enviado por pardmetro al método MapPath () en
PathManipulation.aspx.cs linea 38, lo que les permite acceder o modificar archivos protegidos.
Los errores de manipulacién de ruta ocurren cuando se cumplen las dos condiciones
siguientes:

1. Un atacante puede especificar una ruta utilizada en una operacion en el sistema de archivos.
2. Al especificar el recurso, el atacante obtiene una capacidad que de otro modo no estaria
permitida.

Por ejemplo, el programa puede dar al atacante la capacidad de sobrescribir el archivo
especificado o ejecutarlo con una configuracion controlada por el atacante.

En este caso, el atacante puede especificar el valor que ingresa al programa en
get_QueryString() en PathManipulation.aspx.cs linea 33, y este valor se usa para acceder a un
recurso del sistema de archivos en MapPath () en PathManipulation.aspx.cs en la linea 38.

lzzue: Pathhanipulation. azpx.cs:38 Path Manipulation -~

(Input Yalidation and
Representation, Data
Flow]

Analvsis: v

Click to append comment {Ctrl
+Enter to sawve) + Attackers are able to

b contral the file systern S

s> | i emrmanistons

Diagrarn Details History Filters Recommendations Qutput

Figura 16. Resumen

Diagrama

Crea una representacion gréfica del orden de ejecucion de la vulnerabilidad sobre el codigo, la
profundidad de la llamada y el tipo de expresion del problema seleccionado en el panel de
problemas. La pestafia muestra informacion relevante para el tipo de regla. El eje vertical
muestra el orden de ejecucion.

11
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Fathianipulation.aspx.cs:38

| FPathManipulation.Page_Load{) |

Cé[] get_QueryStringretum) 33_)
@(] get_ltemithis[filename] : return) GD
G: Assignment to filename 39
@(] Concat(l ; raturn) 333
(&1l MapPathid) 8

Figura 15. Diagrama

Detalle

Muestra la descripcidn y explicacion del problema.

Details v Ix

Abstract: -

Attackers are able to control the file systern path argument to MapPath() at PathManipulation gspxcs line 38, which allows them to
access of rmodify otherwise protected files,

Explanation:

Path manipulation errors occur when the following two conditions are met:

1 Ak attackeric ahle tnocnerifiea nath nsed in an aneratinn o the file astam

mary Diagram [REEH

Figura 17. Detalle

Recomendaciones

Recomendaciones a implementar con el fin de mitigar la vulnerabilidad.

Recommendations * 01X

1. If the program is performing input validation, satisfy yourself that the validation is correct, and use the Fortify Custom Rules Editor
to create a cleanse rule for the validation routine,

2. Implernentation of an effective blacklist is notoriously difficult. One should be skeptical if validation logic requires blacklisting.
Consider different types of input encoding and different sets of metacharacters that might have special meaning when interpreted
||by different operating systems, databases, or other resources, Determine whether or not the blacklist can be updated easily, correctly,
and completely if these requirernents ever change.

3. A number of rodern web frameworks provide mechanisims for performing walidation of user input, ASP.MET Request Walidation
and WCF are among them, To highlight the unwvalidated sources of input, the Fortify Secure Coding Rulepacks dynamically re-

nes rennrtad b Fartifi Static Cnde Anaheer b loserinn their nenhahilibe of svnlanit and neovidinn nninters to the

Recomrmendations

inritive the i

Figura 18. Recomendaciones
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Este resultado del andlisis permite ser exportado para su posterior andlisis en Audit
Workbench o SSC

FreeRDP: 1*2.16.132.103

DQ WebGoatNET - Microsoft Visual Studio -
FILE DI 6 Save A =
3 [« APL-Fortify » Desktop v & [ sesrch Desktop o]
Organize «  Mew folder = - @
= "
Y Favorites Mame Date modified Type
B Desktop ) WebGastNET 26702018 200 p.. Fprfile
& Downloads
5| Recent places | _
18 This pC
& Desktop
il Docurments
& Downloads
U Music
= Pictures
B Videos ~|[x m >
File name: | [TEEEE0=1 v|
Save as type: | Audit Project (“fpr) v

Figura 19. Exportar informe

2. HPE Security Fortify Audit Workbench

Audit Workbench es un complemento HPE Security Fortify Static Code Analyzer (Fortify Static
Code Analyzer) con una interfaz grafica de usuario que puede usar para organizar, investigar y
priorizar los resultados de analisis.
Desde Audit Workbench, puede ver y auditar archivos FPR desde HPE Security Fortify
Software Security Center, HPE Security Fortify Runtime Application Protection y HPE Security
Fortify con los complementos de escaneo para IDE.

HPE Security
Fortify Audit Workbench

Hewlett Packard
Enterprise

Figura 20. Software Audit Workbench

Audit Workbench utiliza una base de conocimiento de reglas para aplicar estandares de
codificacién segura aplicables a la base de codigo para el analisis estéatico. El contenido de
HPE Security Fortify Software Security (contenido de seguridad) consiste en Rule Packs de
codificacibn segura y metadatos externos los cuales incluyen asignaciones de las

categorias de HPE Security a categorias alternativas (como CWE, OWASP Top 10 y PCI
DSS).

13
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File Edit Tools Options Help

—1
rSummaw | Budit Guide | Scan | Reports AUDIT WORKBENCH FDRT]FY g
‘2

Filter Set: [T My Issues g Project Summary PathManipulation.asmacs &3 = B8
. = " " .
WTLWT.UI |m7| 33 ing filename Request.QueryString["filensame™] ~
34 filename '= null)

1{99) 3iS
) 36 LY
Group By: | Category 37

b [ Cross-Site Scripting: Persistent - [0/ 57] 3 ResponseFile (Request, Response, filensme, MapPach("~/Downloads/™
|| b 0 Open Redirect - [1£1] 23l q |E|
4 [ Path Manipulation - [1/1] 23 EEEER (omeepiem Crl
° Pathranipulation.aspx.cs:38 (Path Manipulation) ¢ X X
0p Violati [0/3] 4z Console.WriteLine (ex.Nessage) ;
> fhacy vielation 43 lblStatus.Text = "File not found: " + filenawe;
I (O] SQL Injection - [0/ 36] PP
| (] ¥Path Injection - [0/ 1] a5
46
47
| 43
4%9.ic bool ResponseFile (HttpRequest Recquest, HttpResponse Response, str
|pv |Advanced... a0 v
< [ n [ >
F Analysis Evidence 53 & = 8
= FiSum.. 22 F Details F Reco.. F History F Diagra.. F Scree.. = Filters | Warnin,, = 0
«» PathManipulation.aspx8 - URL - fpathrmanipulation.asps
,,,,,,,,,,,,,,,,,,,,, Issue: Pathbanipulation.aspxc:38 (Path Manipulztion) A ¥
@) PathManipulation.aspecs3? - get_QuendString(return) !’all} Manl:]):latlon [Inpu?
() PathManipulation.aspx.cs:33 - get_ltemithis['filename'] : rety Data Flow)
:= PathManipulation.aspecs33 - Assignment to filename . -
2{} PathManipulation.aspecs:38 - Concat] : return) Aualyaiss Esnintablliv Attackers are able to control | A
|${} PathManipulation.aspxcs:38 - MapPath(0) ‘ Edit... the file system path
argument to MapPath() at
Click to append comment {Ctrl+Enter to D_ Pathhdanipulation.asoecs @
cave) '3 bare Information...
; m 3 EI Recornrmendations...
Figura 21. Resultado de un escaneo
o 1
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